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ABSTRACT

This paper proposes a multilevel histogram modification based reversible data hiding scheme using a new
difference generation strategy called pixel value grouping (PVG). It aims to produce shaper difference his-
togram by exploiting the high correlation among pixels within block. After sorting, pixel values are
grouped according to their distribution. For each set of similar pixel values, real or virtual reference pixel
will be determined to compute differences in the scope of pixel values group and next secret message is

through ing. By PVG, we success to greatly reduce the number of to-be-
shifted pixels while producing sufficient EC and hence less distortion can be introduced for embedding
the same payload. Moreover, the same grouping can be achieved at the decoder and the real or virtual ref-
erence pixel can be determined without any prior knowledge, which guarantees the reversibility.
Experimental results demonstrate that our scheme outperforms previous related state-of-the-art
schemes.

© 2016 Elsevier Inc. All rights reserved.

1. Introduction

Data hiding [1] is a technique that embeds secret message into
host media to ensure copyright protection, authentication, and so
on. As an important branch of data hiding, reversible data hiding
(RDH) develops very fast in recent years and has been applied to
many quality sensitive fields such as military, medical imaging
and remote sensing for the feature that marked image can be pre-
cisely recovered after message extraction. In general, the perfor-
mance of RDH scheme can be evaluated by the embedding
capacity (EC) and embedding introduced distortion.

Early RDH schemes mainly used lossless compression technique
to create embedding space |2,3]. However, they cannot provide
high EC while keeping distortion low. Later on, more efficient
RDH schemes based on expansion and histogram modification
technique have been devised. Difference expansion (DE) technique
is firstly proposed by Tian [4] with the idea of embedding the
secret message by expanding the difference between adjacent pix-
els. Although its EC is bounded by 0.5 bpp, DE based scheme can
achieve better performance and thus has been widely investigated
and developed in many aspects [5-8|. Nowadays, one of the exten-
sions of DE called prediction error expansion (PEE) is commonly

This paper has been recommended for acceptance by M.T. Sun.
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treated as the most effective RDH technique. Instead of the differ-
ence value in DE, the difference between pixel intensity and its
predicted value computed from the context called prediction error
is utilized for expansion embedding. As the local correlation of a
larger neighborhood is exploited in PEE, better performance can
be derived compared with DE. In this approach, better predictor
always produces differences with smaller magnitude and hence
embedding distortion can be reduced. Thus, many prediction
methods are investigated for prediction accuracy improvement,
such as median edge detector |8|, rhombus prediction [9], interpo-
lation techniques |10, gradient adjusted prediction [11] and par-
tial differential equation [12]. Moreover, the PEE technique can
also be developed in other aspects such as location map reduction
[13], adaptive beddi [14,15), t di ional hi
modification [16,17] and pixel value ordering [ 18-20].

Besides DE, the histogram modification based scheme proposed
by Ni et al. [21] is another remarkable work of RDH, in which the
histogram bins between the peak point and zero point are shifted
before the peak points are employed for data embedding. However,
its EC is limited despite high marked image quality and low com-
putational complexity. To construct a sharper histogram, Lee
et al. [22] proposed to utilize the difference histogram instead
and Tsai et al. [23] proposed to utilize the prediction error his-
togram. Afterwards, difference histogram modification is also
adopted in many works [24-29] while the correlation of two adja-
cent pixels is considered in [24-26] and the correlation of pixels

E-mail address: 56207403®qq.com (W. He).
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within block is considered in [27-29]. In [27], the host image is
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partitioned into several sub-images through sampling. Then one of
them is selected as the reference image to compute differences
with others and secret message is embedded by multilevel his-
togram modification (MHM). Luo et al. [28] improved Kim et al.’s
work by selecting the median of each block to construct the refer-
ence image, which leads to a sharper histogram. Pan et al. [29] con-
structed local histogram for each block and the peak point is
selected as the reference pixel to compute differences with other
pixels. Moreover, only 1 and —1 are utilized for data embedding.
MHM is also adopted in [26,30]. Zhao et al. [26] scanned the whole
image of inverse “S" order to obtain a pixel sequence, and then the
differences of adjacent pixels are computed. Compared with Zhao
etal.’s, Fu et al.s scheme [30] improved the differences concentric-
ity around zero through prediction error histogram replacement.

Among above schemes, quite a few aim to create embedding
space by exploiting block redundancy, which also can be expressed
by high redundancy among pixels within block for their similar
pixel values. For those schemes [18-20,27-29], sorting generally
helps to utilize the correlation among pixels but their performance
is still unsatisfactory compared with most PEE based schemes. For
schemes in [27-29], all pixel values within block are modifiable
except the reference one. Thus, lots of to-be-shifted pixels would
be produced while processing blocks with loose distribution of
pixel values. To reduce the number of to-be-shifted pixels, PVO-
based schemes [18-20] proposed to modify the maximum and
minimum only while others keep unchanged and serve for block
complexity prediction. However, their EC is extremely limited. In
this work, we focus on efficiency improvement in exploiting block
redundancy and propose a new RDH scheme based on MHM and a
new difference generation strategy. Unlike the previous schemes,
we put forward the idea of pixel value grouping (PVG) and virtual
reference pixel. After sorting, pixels with similar values of the max-
imum or minimum are respectively grouped into two modifiable
sets. Then real or virtual reference pixel is determined to compute
differences in the scope of pixel values group. By PVG, we can
greatly reduce the number of to-be-shifted pixels while producing
sufficient EC for two reasons. First, blocks with extreme distribu-
tion of pixel values are the only source of to-be-shifted pixels. Sec-
ond, only the maximum and the minimum of those blocks can be
chosen as to-be-shifted. As a result, the proposed scheme can well
exploit block redundancy to achieve improved embedding perfor-
mance. Experimental results show that the proposed scheme not
only outperforms difference histogram modification based
schemes [26,28,29], but also outperforms prediction error his-
togram based scheme [30] with moderate EC. This illustrates that
reduction of to-be-shifted pixels is of great significance to RDH.

The rest of the paper is organized as follows. In Section 2, the
related works are introduced. Section 3 presents the proposed
scheme in details. Experimental results and performance compar-
isons with other schemes are shown in Section 4. Finally, we con-
clude the paper in Section 5.

2. Related work

In this section, we take Luo et al.’s scheme [28] as an example to
introduce the details of multilevel histogram modification and how
block spatial redundancy is exploited.

2.1. Summary of Luo et al.’s scheme

Suppose the host image I is a M x N gray-scale image. The data
embedding process can be described with steps as follows.

Step 1. Image partition

Partition I into a set of non-overlapped u x » blocks.

Step 2. Reference pixel computation

For each block, retrieve all pixels to form a pixel array and sort
all pixel values in ascending order such that p; <p, <--- <p,,,.
Then the median is defined as the reference pixel p,,, which is used
to compute differences with others.

Step 3. Block classification

Blocks are classified into four types: Type-I with n, = 1, Type-II
with n, > 2. n;=n,, Type-lll with n, > 2, n; <n, and Type-IV
with n, > 2, n; > n,, where n,, n;, n, represent the numbers of
pixel values smaller, equal and larger than p,, in a block,
respectively.

Step 4. Difference computation and histogram construction
Compute the difference between p,,; and other pixels as

Ay = P — Prey (1)
where 1 < k < u x v, k # ref. Obviously (u x v — 1) differences will
be obtained from each block and employed to construct a difference

histogram. Assume the histogram bins are denoted by b 5ss....,
bo,..., byss, respectively.

Step 5. Empty peak points

Before data embedding, bins in range of [b_5.g 1.bg 1] and
[ber1.baver.1] are emptied as

dw_{dk+(EL+1). if dy > EL @
7 \de— (EL+1), if dy<—EL

Step 6. Histogram shifting

Secret message is embedded by repeating Eq. (3) with
L= ELEL=F ey 1, respectively.

di+(L+w), ifdi=L
dy = 3
£ {dk—(L+w). if dy=-L )
where w € {0,1} is a data bit to be embedded. After that, process
the differences with magnitude zero in Type-II block as

dw_{dk+(—1)"". if di =0, @

where g denotes the gth encountered d, equaling zero. In a Type-III
block, implement

dy—1, ifdi=0, w=1,q<n-n
dy ={ de+ (-1, ifde=0, w=1,g>n—-n (5)
dk. if dk:O. w=0.

In a Type-IV block, implement

di +1, ifdy=0, w=1,qg<n—n,
dy ={ dy— (-1)*"', ifd,=0, w=1,g>n-n, (6)
dk- ifdeO.W:()

Step 7. Image recomposition

The marked image is obtained as

PY =Dy + 0y 7
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2.2. Performance evaluation of Luo et al.’s scheme

In Luo et al.’s scheme, the maximum EC and PSNR are close
related to block size u x v and EL. Let C, Cg, h; denotes the num-
ber of total differences, expandable differences and the height of by.
Then once the optimal block size is determined, we have

255
C= th:{MJx[EJx(uxv—l) (8)
k=-255 u v
EL
Ca= Z hy 9)
——EL

where |-| is the flooring function and Cg is the maximum EC if other
factors influencing the performance (e.g. auxiliary information and
location map) are not taken into account. Next, the corresponding
PSNR can be computed as

PSNR = 10 x Iog,o(2552 /MSE) (10)

As the maximum modification is |k| + 1 for expandable differ-
ence k and EL + 1 for to-be-shifted difference, the maximum MSE
can be computed as

_ SIS ) - ")

MSE S
_(EL+1)? x (C = Ca) + X5 g hu((k| + 1) (11)
N MxN
(EL+1)2 x C+ 32 (k| + 1)* — (EL+ 1))

M x N

From Eq. (11), we can see that both minimizing C and enlarging
hy(—EL < k < EL) can lead to a smaller MSE and obviously the for-
mer one is more effective since its larger coefficient. Actually, most
state-of-the-art RDH schemes are commonly chasing performance
improvement in these two ways. For examples, Li et al. [16] suc-
ceeded to turn part of difference from to-be-shifted to expandable.
Thus hy got enlarged while C remains unchanged. Wang et al. [20]
by contrast proposed to minimize C by block complexity prediction
and finally achieved better performance than Li et al. [16]. Simi-
larly, we notice that Luo et al. also improved Kim et al.'s work
[27] by enlarging h, while C remains unchanged. This motivates
us to achieve further improvement by minimizing C.

In view of the above analysis, we put forward the idea of pixel
value grouping and virtual reference pixel. And then a new differ-
ence generation strategy is proposed to greatly reduce the number
of to-be-shifted differences while producing sufficient EC.

3. Proposed scheme
3.1. Pixel value grouping

Pixel value grouping is an extension of pixel value ordering. For
a given block consisted of n pixels, we scan all pixels by raster scan
order to form a pixel sequence. Then sort their pixel values
(PysP2s - s p,) in ascending order to obtain (p,,.Ps:---» Powm)
whereo : {1,..., n}—{1,..., n} is the unique one-to-one mapping
such that: p,) < Py < -+ < Pomy: 0(0) < 0()) if Psiiy = Poyj) and
i < j. Next, pixel values are divided into three groups denoted as
Py, Py, Pg. Here, P, denotes the set of pixel values close to
Po1)» Pr denotes the set of pixel values close to p,,, and P, denotes
the set of the rest pixel values.

At the beginning of grouping, we first do some initialization
work and define the conditions for the end of grouping. We mark
both P, and Py are not full by f; = 0 and f = 0 and then initialize

P, and Pg by i=1, P, = {pmi,} and j=n, P, = {p,,u, , where i
denotes the index of the last joined pixel in P, and j denotes the
index of the last joined pixel in Pg. Then we can define the condi-
tions for the end of grouping as: (1) i+1>j; (2)
i+1=jand (f,=1o0rfg=1); (3)f, =1 and fg = 1. Once any of
those conditions is satisfied, the grouping process ends.

Specially, the grouping process can be described with steps as
follows.

Step 1. Sort all pixel values to obtain (p,;.Ps@). -+ Pawy)

Step 2. Initialize P,, Py respectively.

Step3. P, grows if P, is not full If i+1<j and
Poiin) — Panty < T, DPgiiiny 1S grouped into P;. Otherwise, Py
is marked full with f, = 1.

Step4. P grows if Pp is not full If i<j-1 and
Pom) — Pai-1) < T. Pgy_1) is grouped into Pg. Otherwise, Py
is marked full with fp = 1.

Step 5. End conditions check. If any of above end conditions is sat-
isfied, grouping process ends. Otherwise, turn to Step 3.

In the above grouping procedure, the parameter T is taken as EL.
Fig. 1 illustrates the procedure of pixel value grouping. After pro-
cessing all blocks, four types of block can be summarized according
to the final statuses of P; and Py, as illustrated in Table 1. Let n;, ng
denotes the size of P; and Py respectively. Then we can conclude
that n, + ng = n+1 in Type-I block, n, + ng = n in Type-II, Type-
Il blocks, n,+ng<n and Po# @ in Type-IV block. Given
u = v = EL = 4, examples of four types of blocks and their grouping
results are shown in Fig. 2.

3.2. Difference generation

Based on the results of PVG, a new difference generation strat-
egy is proposed. First, difference computation is operated in the
scope of pixel values group (e.g., P, and Py) rather than the whole
block and we do nothing with pixel values in Po. Second, the last
joined pixel value of a non-full group is selected as the reference
pixel p,.s. For a full group, a virtual reference pixel p,, . is obtained
from p,, + (EL+1) or p,y, — (EL+1).

Thus, n, — 1 differences are computed from non-full P, as

dk = Paik) _pre/ (12)

where 1 < k < n; — 1. Similarly, ng — 1 differences are computed
from non-full Pg. For a full P, n, differences are computed as

dy = Potky = Po-ref (13)

where 1 < k < n,. Similarly, ng differences are computed from full
Pg. Take blocks shown in Fig. 2 as examples, both P, and P; are
not full for the first block. So, the intersection 95 is both the p,,
of P, and Pg. For the second block, P; is not full while Py is full.
So, 19 and 27 — (4 + 1) are selected as the p,,; of P, and the p,
of Pi. For the third block, P, is full while P; is not full. So,
68 + (4 +1) and 81 are selected as the p, s of P, and the p,, of
Py. For the last block, both P, and Py are full. So, 60 + (4 + 1) and
73 — (4 + 1) are selected as the p, . of P, and the p, ., of Py.
Table 2 compares the numbers of expandable difference and to-
be-shifted difference obtained from standard 512 x 512 sized
gray-scale image Lena by the proposed scheme and Luo et al.'s
[28]. For this table, the results are derived using 4 x 4 block size
and other factors influencing the performance (e.g. auxiliary infor-
mation and location map) are not taken into account. Referring to
Table 2, we can see that the number of differences totally obtained
by Luo et al.’s scheme is fixed while that of the proposed scheme
changes along with the increase of EL. Moreover, although the
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Sort all pixel values to obtain (Z5qy> s Pa(r))

v

Initialize P, by i=1F ={p,;»}.f; =0

v

Initialize Fp Byj=nFp ={pa(j)}=j)l =0

i+1<j and psay— Poqy ST
N Y
v v
| Mark P, as full | | Divide p.y into 7, |
I |
N o
i<j-land pon) = Po(j-n =T
Y N b'd
v v
| Mark Fy as full | l Divide py;.y) into Fr |
N End condition > I T

is satisfied?

End grouping

Fig. 1. Flowchart of pixel value grouping.

growth of expandable differences is slightly lagging behind com-
pared with Luo et al.'s, there is a significant progress in reducing

the number of to-be-shifted differences.

Block type Features (P /Pg)
;r;';:_lll N(;:Oftug_{ﬂ;)ftulrlu I 3.3. Data embedding
Type-IIl Full/not full
Type-IV Full/full Let us assume that the secret message is a pseudo random
binary sequence. Then the message is embedded by modifying
96 | 95 | 94 | 97
95 [ 92 | 95 | 98 B B
95 [ 91 |95 | 94 s —
93 [ 96 | 93 | 98 [91 9293 [93[94 949595 [95][]05[95]9 [96[97][098 o8]
(a) Type-Iblock andits grouping result
23 ) 15 ] 16 | 22
19 [ 18 | 16 | 25 B P
15 |18 [ 27 [ 26 — e e —
17 | 18|26 | 26 [15]15[16J16[17[1s] 181819 [23 [25]26[26[26]27]27]
(b) Type-IIblock andits grouping result
71 [ 71 | 84 | 82
69 | 71 | 81 | 84 253 P
68 | 69 | 81 | 85 A i
69 | 71| 81 [ 81 [68 6969 [69 71 [71 [ 7171 [81 81 [81]81 [82]84]847]85]
(c) Type-IlIblock andits grouping result
60 | 62 | 70 [ 73
60 | 67 | 70 | 72 251 P
63 (70 | 70 [ 73 — A ~
6273|7171 6060626263 6770707070 [70 71727373 [73]

(d) Type-IV block andits grouping result

Fig. 2. Examples of four types of blocks and their grouping results.
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Table 2

Comparison of expandable and shiftable differences.
EL Proposed Luo et al. [28]

Expandable To-be-shifted Expandable To-be-shifted

1 36,291 45,126 85,642 160,118
2 82,656 39,785 126,483 119,277
<] 123,606 32,241 154,316 91,444
4 151,853 26,058 172,800 72,960
) 171,044 21,436 186,017 59,743
6 184,303 18,326 195,593 50,167
7 194,438 15,919 202,731 43,029
8 202,164 14,079 208,341 37419
9 208,062 12,662 212,813 32,947
10 212,889 11,424 216,488 29,272

the differences from all blocks. The data embedding process is
illustrated in Fig. 3 with steps described as follows.

Step 1. Image partition
Partition I into a set of u x » sized blocks.
Step 2. Block classification

For each block, sort all pixel values and divide them into three
groups, P;, Po. Pg. Then all blocks are classified into four types
according to the final statuses of P, and Px.

Step 3. Difference generation

Determine real/virtual reference pixel for P; and Py according to
their final statuses (full or not full). Take the second block shown in
Fig. 2 as an example, pixel values in P; and Py are shown in Fig. 4(a)
and (e). Then 19 and 27 — (4 + 1) are selected as the p,, of P, and
the p, s of Px. Next, compute the differences between real/virtual
reference pixel and other pixel values, as shown in Fig. 4(b) and (f).

Step 4. Difference histogram construction

As the number of differences produced in each block changes
along with the block type, the total number of differences used
for histogram statistics cannot be computed with block size only.

Step 5. Empty peak histogram bins

Before data embedding, bins in range of [b 5. 1,b g 1] and
[be i1, bavera] are emptied as

Image
Partition

Original image /
Secret data

.

Histogram |
shifting

Markedimage 1%

if di > EL

i di + (EL+ 1),
{ if dy < —EL. (14

k= Vdy— (EL+1),
Suppose two real/virtual reference pixels p.;, and p,, are

obtained from P, and Py respectively, this operation can be
given as

+(EL+1), if Pygy —Prp > EL
Pvavm)*{pmk) ( ) Powy = Pref2 (15)

i Potky — (EL + 1)~ if Do) — prefl < —EL.

For example, given EL = 2 and the original histogram is shown
in Fig. 5(a). Bins in range of [b s.b 3] and [bs, bs] are emptied by
shifting bins smaller than b, and larger than b, leftward and right-
ward respectively, as shown in Fig. 5(b).

Step 6. Histogram shifting
Bins in range of [b_g.bg] are used to embed secret message by
repeating Eq. (16) for L = EL,EL — 1,...,0 respectively.
a - {dk+(L+w)‘ ifdy=L
dy— (L+w), ifdy=—-L.

=

This operation can be done by modifying pixel values in P, and
Py respectively. First, scan all pixel values from p,, to p,, and
modify them as

(16)

ka) = pn(k} + (pa(k) =, pre]l) -w, if —EL< Poky — preﬂ <0.

17)
If P, is not full, scan all pixel values from p,;, to p,, again and

modify pixel values equaling p,, until totally n, —1 bits got
embedded

Pow) = Paty =W if Doy — Prest = 0. (18)

Suppose the secret bits to be embedded in P, are “01000010" as
shown in Fig. 4(c), modified pixel values are shown in Fig. 4(d).
Next, scan all pixel values from p,, to p,, and modify them as

Py = Paty + (Paty = Pres2) + W, if 0 < Py = Prepy <EL.~ (19)

If Py is not full, scan all pixel values from p,,, to p,, again and
modify pixel values equaling p,, until totally ng —1 bits got
embedded.

p;’m = pn(k) +w, lf pa(k) = prejz =0. (20)

Suppose the secret bits to be embedded in Py are “11001" as
shown in Fig. 4(g), modified pixel values are shown in Fig. 4(h).

Block > Difference
Classification Computation
'
Difference histogram
construction

<—| Emptyingpeak
histogram bins

Fig. 3. Embedding mechanism of the proposed scheme.
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4|3 oo 1|13
1|3 oo 19 [ 17| 13
4|4 t|[ a 10 | 16
2.1 oo 15|17
(a) (b) (c) (d)
1 5 1 25 32
3 0 28
5|4 0 32| 30
4|4 1|1 3131
(e) (f) (2) (h)

Fig. 4. Embedding example for the proposed scheme.

2 5 -5 -2 0
(b)

2 5

5 2.0 2 5 5 20 2 5
(e) (f)
0I1
5 =20 2 5 5 20 2 5
() (k)

Fig. 5. Difference histogram modification for EL = 2.

Fig. 5 depicts how the histogram is modified during the whole
embedding phase.

3.4. Data extraction and image recovery

In our work, data extraction and image recovery is an inverse
process of data embedding. The overall procedure is composed of
steps as follows.

Step 1. Image partition
Partition marked image I into a set of u x v sized blocks.
Step 2. Block classification

This is the key operation of data extraction. To better explain
how to achieve unchanged grouping results for all types of blocks,
four types of blocks are discussed separately.

For Type-I block, Po = @ and the intersection is preserved as
both the p, of P, and Px. So it can be concluded that the differ-
ences between p,. and other pixel values are surely not larger than
2 x EL+ 1 after embedding. So, we can maintain the grouping
result of Type-I block by taking parameter T as 2 x EL + 1. For
Type-II block, Po = @ and P; is not full while Py is full. So p,; of
P, is preserved and the differences between p,,; and other pixel val-
ues in P, are also surely not larger than 2 x EL + 1 after embedding.
On the other hand, although all pixel values in Py are enlarged after
embedding, it is noticeable that p,, is always enlarged by EL + 1
and the not joined pixel value p,, ., remains unchanged after
embedding. Based on this, we can also maintain the grouping
result of Type-II block by taking parameter T as 2 x EL + 1.

Similarly, the grouping results of Type-III block and Type-IV
block can be maintained.

Step 3. Difference generation

Determine real/virtual reference pixel for P, and Py according to
their final statuses (full or not full). As known before, p,. is pre-
served if P, or Py is not full. It is also known that if Pg is full p,,,
is always enlarged by EL + 1 through embedding. So the p, . of
Pg can be restored from p},, — 2 x (EL + 1). Similarly, the p, ., of
Py can also be restored from p¥,, +2 x (EL+ 1) if P, is full. Next,
compute the differences between real/virtual reference pixel and
other pixels.

(2016), http://dx.doi.org/10.1016/j.jvcir.2016.07.014
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Step 4. Data extraction

Now, Bins in range of [b 5. 1.b2.¢.1] are used to extract secret
message. First, scan all pixel values from p},, to p¥,, and secret bit
is extracted as

1, if Py —Prps € {-2 X EL—1,-2 x (EL—1) - 1,...,-3}
0, if P%, — Prpt € {~2 X EL,—2 x (EL—1),...,-2}.
(21)

If P, is not full, scan all pixel values from p}¥, to p¥, again and
extract secret bit until totally n, — 1 bits got extracted

Wi 1, if p:¢k|_pre}'1 =-1
0, if Poky = Prept = 0.

Next, scan all pixel values from py, to py,, and secret bit is
extracted as

@ {1. if Py —Prep2 € {2 X EL+1,2x (EL-1)+1,...,3}
0, if pyy) — Prer2 € {2 X EL,2 x (EL—1),...,2}.
(23)
If Py is not full, scan all pixel values from py, to py,, again and
extract secret bit until totally ng — 1 bits got extracted
1,
W:{a

Step 5. Image recovery

(22)

if Py = Prep2 = 1

5 24
i Py, — P = 0 i

Scan all pixel values from p}/,, to py,, and modify them as

ot Pref2

P!
Pref2 + =51,
Powy — (EL+1),

Py, ~Pref1 +1)
pre]! i+ [. = 2 J

Py + (EL+1),

if 0 < pYy) —Prga <2 xEL+1

if Py = Prep2 > 2 X EL+1
Doy =
if —2xEL—-1<p¥y—Prn <0
if Py —Prepr < -2 xEL-1

(25)

3.5. Preventing over/underflow

Typically, there are three strategies to solve over/underflow
problems: modulo addition, histogram modification and location
map. Honsinger et al. [31] adopted modulo-256 operation to avoid
truncation as overflow or underflow occurs in the proposed
scheme. For example, (255 + 1) mod 256 = 0, the pixel value 255
will become 0 after embedding. In our scheme, the modulo opera-
tion is not applicable because unchanged grouping results cannot
be maintained. Lee et al. [7] exploited histogram modification to
solve over/underflow problems. They narrowed the histogram
from both sides by changing pixel values in range of [0.a — 1] to
a or [255-a+1,255] to 255-a. Before adjustments,

[log,(a+ 1)] bits binary string will be used to identify the pixel
values in range of [0.a] or [255 - a,255]. However, the low-
compressibility binary string may lead to severe EC loss.

In our work, we use location map to ensure that exceptional
blocks which would cause over/underflow are excluded from data
embedding. Thus the generalized data embedding process can be
described with steps as follows.

Step 1. Image partition

Step 2. Location map construction
Suppose all data bits to be embedded are all 1 and then
calculate all marked values. For a block B; containing
marked values larger than 255 or smaller than 0, we set
LM(i) = 1. Otherwise, we take LM(i) = 0. Then losslessly
compress the location map using arithmetic coding.

Step 3. Secret message embedding
Embed all data bits and record the index of last data-
carrying block (denoted as Eg).

Step 4. Auxiliary information and location map embedding
Record the least significant  bits of  first
14 + 2[log,(MN)] + Lclm image pixels (denoted as Siss),
where Lcim is the length of the compressed location
map. Replace these LSB by the following auxiliary informa-
tion and the compressed location map:
e Dblock size parameters u (4 bits) and » (4 bits),
o embedding level EL (6 bits),
o end position Eg ([log,(MN)] bits),
e length of the compressed location map Lclm

([log,(MN)] bits).

Finally, embed the binary sequence S;sz into the remaining
blocks to obtain the marked image.

In the decoding phase, the compressed location map and auxil-
iary information are first reconstructed from LSB of first
14 + [log,(MN)] + Lclm pixels of marked image. After lossless
decompression, the original location map is further generated.
Then we can first extract the sequence Sis5, and then the secret
message and finally recover the host image.

4. Experimental results

In this Section, we conducted several experiments to demon-
strate the performance of our scheme in embedding capacity and
visual quality of marked image. For these experiments, several
512 x 512 sized standard gray-scale images served as test images.
Except Barbara, all the images are downloaded from the USC-SIPI
image database, as depicted in Fig. 6.

4.1. Embedding capacity and distortion performance

Embedding capacity (EC) measures the amount of message that
can be hidden after taking into account other consumptions such
as auxiliary information and location map embedding. Besides
EC, the marked image quality is another essential factor for

(d) (e)

Fig. 6. Original test images: (a) Lena, (b) Baboon, (c) Pepper, (d) Elaine, (e) Boat, and (f) Barbara.

(2016), http://dx.doi.org/10.1016/j.jvcir.2016.07.014
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performance evaluation. Schemes which achieve higher PSNR with
the same payload outperform others.

In our experiments, the pseudo random binary sequence used
as secret message was randomly generated using the library func-
tion randint() in MATLAB. So, it is reasonable that only image fea-
tures and block size are responsible for EC and PSNR. We first
consider the impact of block size to embedding performance.
Referring to Fig. 7, it can be observed that scheme performance is
significantly related to block size. On one hand, the performance
on PSNR is better for a larger block size when EL is small. However,
larger block size provides lower maximum EC. For example, we can
embed a maximum of 36,000 bits into the image Lena by taking
4 x 4 block size when EL=1. To embed equal number of bits by
taking 8 x 8 block size, we have to enlarge EL by 1. On the other
hand, the best block size becomes unpredictable when EL is large.
So the embedding procedure has to be carried out for various block
sizes to determine the best one. For image Lena, the best block size
is 4 x 4 since the EC is larger than 0.4 bpp.

4.2. Performance comparisons with other schemes
Our scheme is compared with four state-of-the-art schemes

proposed by Luo et al. [28], Zhao et al. [26], Fu et al. [30] and
Pan et al. [29]. The reason to compare with these schemes lies in

that secret data is commonly embedded by multilevel histogram
modification in [26,28,30]. Comparison results can reflect the
advantage of our scheme. Although multi-layer embedding is
adopted in [29], they similarly aimed to exploit block redundancy
as well.

Luo et al.’s scheme [28] is a natural one compared with the
proposed scheme. As shown in Table 2, the number of to-be-
shifted differences got greatly reduced at the cost of slight lower
maximum EC. So it is predictable that the proposed scheme will
achieve better performance. Table 3 shows part of the perfor-
mance comparison of the proposed scheme and Luo et al.’s
scheme. With 4 x 4 block size used, we calculate the maximum
EC and the corresponding PSNR for each EL. Referring to Table 3,
it can be observed that the proposed scheme provides higher
PSNR for the same or larger EC undoubtedly. Take image Baboon
as an example, the PSNR is 42.62 dB for an EC of 0.09 bpp in Luo
et al.’s scheme, whereas the PSNR is 44.23 dB for the same EC in
the proposed scheme. Given EL=3, the maximum EC becomes
0.19bpp and the PSNR decreases to 36.99dB in Luo et al.'s
scheme. However, the proposed scheme provides larger EC
(0.25 bpp) and higher PSNR (37.36 dB) meanwhile when EL=7.
The complete performance comparison between the proposed
scheme and Luo et al.’s scheme can be seen in Fig. 8. It is obvious
that the improvement of the proposed scheme over Luo et al.'s

Lena Lena
57 45¢ - : :
X The proposed scheme(3x3) ~—The proposed scheme(3x3)
—<&— The proposed scheme(4x4) | —a—The proposed scheme(4x4)
i-{ —&— The proposed scheme(Gx6) —=%— The proposed scheme(Bx6)
: | —8— The proposed scheme(8x8) a | —8— The proposed scheme(Bx8)
—=<— The proposed scheme(10x10) S —=<— The proposed scheme(10x10)
— o 4
g s
@
% 51 %
o o 39
49
7 \
a7t 2 GKX{Q
45 i i L i L i i i 1 i i i i I f 3
0 005 0.1 0.15 02 025 03 035 38 3% 04 045 05 05 06 08 07 075 08
Embedding Capacity (bpp) Embedding Capacity (bpp)
(a) (b)
Fig. 7. Performance of the proposed scheme with various block sizes on test image Lena.
Table 3
Comparison of our scheme and Luo et al.'s scheme with 4 x 4 block partition.
Image Scheme EL=1 EL=3 EL=5 EL=7 EL=9
EC PSNR EC PSNR EC PSNR EC PSNR EC PSNR
Lena Proposed 0.14 49.27 0.47 42.71 0.65 39.56 0.73 37.61 0.77 36.38
Luo et al. 0.33 43.33 0.59 38.84 0.7 36.64 0.76 35.23 0.79 3421
Baboon Proposed 0.03 50.65 0.09 44.23 0.17 40.25 0.25 37.38 0.33 35.2
Luo et al. 0.09 42.62 0.19 36.99 0.29 33.86 0.37 31.75 043 30.18
Pepper Proposed 0.07 49.97 0.28 43.14 0.49 39.2 0.63 36.83 0.72 3534
Luo et al. 023 43.03 0.48 38.12 0.63 35.72 0.72 34.26 0.77 3325
Elaine Proposed 0.06 50.21 0.19 43.64 0.34 39.59 0.48 36.74 0.61 34.69
Luo et al. 0.18 42.89 0.38 37.68 0.54 35.01 0.65 33.36 0.74 32.26
Boat Proposed 0.06 50.13 0.22 43.47 0.38 39.45 0.51 36.79 0.61 3493
Luo et al. 0.18 42.88 0.38 37.68 0.52 34.97 0.61 3323 0.68 31.98
Barbara Proposed 0.08 49.98 0.28 43.29 043 39.61 0.52 37.21 0.58 35.42
Luo et al. 0.19 429 0.37 37.7 0.48 34.88 0.55 3297 0.6 31.53

(2016), http://dx.doi.org/10.1016/j.jvcir.2016.07.014
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Fig. 8. Performance comparison between the proposed scheme and other related schemes.

scheme is significant. Moreover, the proposed scheme can achieve Compared with Zhao et al.'s scheme [26], the proposed scheme
improvement on all types of images, no matter the image texture also achieves better performance on all test images except Elaine.
is complex or not. However, it is noticeable that the advantage shrinks when EL = 0.
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Table 4
Proportions of Type-IV block from all test images.

Image EL=0 EL=1 EL=2 EL=3 EL=4 EL=5 EL=6

Lena 1 0.98 0.88 0.72 0.59 0.49 0.42
Baboon 1 1 1 1 0.99 0.98 0.97
Pepper 1 1 0.99 0.95 0.86 0.75 0.64
Elaine 0.99 0.99 0.98 0.96 0.94 0.91 0.86

1 1
1

Boat 0.98 0.96 0.92 0.86 0.79
Barbara 1 0.97 09 0.82 0.74 0.69

The reason lies in that only differences with magnitude larger than
0 are shifted in Zhao et al.’s scheme. Thus almost half of the to-be-
shifted differences turn into unchanged. This helps Zhao et al. a lot
to achieve even higher PSNR temporarily on image Elaine.

Fu et al. [30] improved the differences concentricity around
zero by incorporating PEE technique into multilevel histogram
modification. However, experimental results demonstrate that
the proposed scheme outperforms Fu et al.'s with moderate pay-
load (e.g., not larger than 0.7 bpp). Besides that, it is also noticeable
that the advantage shrinks when EL is very small or large. This is
reasonable because the efficiency in exploiting block redundancy
is close related to EL. Based on the mechanism of block classifica-
tion, we all know that Type-IV block is the most undesirable one
since it stands for the extreme distribution of pixel values and it
is also the main source of to-be-shifted difference. Given a small
EL, we generally obtain lots of Type-IV blocks. Thus, although we
success to reduce the number of to-be-shifted differences, we can-
not produce sufficient expandable difference meanwhile. This is a
drawback of our scheme. Table 4 shows the proportions of Type-
IV block from all test images with various EL and 4 x 4 block size
tested. It is easy to find that the most close pixels correlation
appears on image Lena. So the best performance is guaranteed
correspondingly.

In Pan et al.'s scheme [29], only 1 and —1 are utilized for data
embedding and maximum modification is always 1. This helps a
lot to achieve high PSNR although maximum EC is limited. So from
Fig. 7 we can see that the maximum ECs brought by one-layer
embedding are 0.16 bpp, 0.05 bpp, 0.12 bpp, 0.09 bpp, 0.09 bpp,
0.1 bpp for images respectively and highest PSNR is also achieved
compared with other schemes. However, Pan et al. fail to maintain
high PSNR on the way to achieving larger EC through multi-layer
embedding.

4.3. Time complexity analysis

Similar to Luo et al.'s scheme [28] and Pan et al.'s scheme [29],
the proposed scheme has the highest time complexity of O(n?) due
to the sorting of pixel values within block in theory. We tested the
execution times by embedding 0.45 bpp data in each image using a
PC with dominant frequency of 3.0 GHz and memory of 4 GB.
Table 5 shows the execution times required by schemes except
Pan et al.’s for its multi-layer embedding feature. Obviously, Fu
et al.'s scheme [30] and Zhao et al.’s scheme [26] have the minimal

Table 5
Comparison of execution time (unit: second) between proposed scheme and other
related schemes.

Image Proposed Fu et al. Zhao et al. Luo et al.
Lena 0.905 0.617 0.621 1.067
Baboon 0.886 0.667 0.597 1.194
Pepper 0.901 0.625 0.611 1.078
Elaine 0.895 0.707 0.568 1.054
Boat 0.887 0.647 0.605 1.091
Barbara 0.837 0.703 0.563 0.979
Average 0.885 0.661 0.594 1.077

time consumptions. Two factors help the proposed scheme to
obtain lower time consumption than Luo et al.’s. After initializing
P, and Pg, we directly renew variables i and j by the largest integer
(not larger than |%]) which satisfies p,; —p,q, <T and the
smallest integer (not smaller than n—|[4]) which satisfies
Pom — Poyjy < T. This leads to about 40% decreasing of time con-
sumption. Second, the compression of location map is the most
time-consuming operation in Luo et al.'s scheme. Using 4 x 4 block
size, we obtain a location map which is about one-sixteen the size
of Luo et al.’s.

5. Conclusion

Unlike PEE generally utilizes the spatial correlation of pixels,
sorting focus on the similarity of pixel values but limited EC
[18-20] and high proportion of to-be-shifted pixels [27-29] have
adverse effects to scheme performance. In this paper, we presented
an improved RDH scheme using an extension of pixel value order-
ing, called pixel value grouping. For each block, pixel values are
firstly grouped according their distribution and then real or virtual
reference pixel will be determined to compute differences in the
scope of pixel values group. As only the maximum and the mini-
mum of a block can be chosen as to-be-shifted, PVG based RDH
scheme has the advantage of low distortion and sufficient EC. Per-
formance comparisons of several available schemes demonstrate
the effective improvement achieved by the proposed scheme.
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